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Advanced	Digital	Sciences	Center

ADSC’s	research	is	led	by	faculty	from	Electrical	
&	Computer	Engineering	and	Computer	Science

We	have	diverse	staff	of	26	full-time	
researchers	̶	more	than	half	with	PhDs

We	have	11	Illinois	professors	involved	in	SG

ADSC	is	a	research	center	of	Illinois	at	Singapore	Pte.	Ltd.,	an	affiliate	of	
the	University	of	Illinois	/	supported	by	NRF’s	CREATE	programme.



The	TSCP	CREATE	Programme
The	Challenge
Assurance	that	a	system	is	both
trustworthy (meaning	it	is	trusted	to	behave	as	
expected,	even	during	an	accidental	or	intentional	
disruption)	and	secure (meaning	it	is	hardened	
against	malicious	attacks)	

CREATE	Centre	for	a	Trusted	and	Secure	Cyber	Plexus	(TSCP)

• SUTD	is	Illinois’	primary	partner

Trustworthy	System	
Architecture

Standards,	Validation,	
Verification

Technology	of	
Trust

Monitoring,	Analysis,	
Interdiction	and	

Recovery



Outline
• About	Myself	and	ADSC
• Smart	Grid	overview
• Security	threats	in	smart	grid	and	real-world	
incidents

• Introducing	an	additional	line	of	defense	for	
substation	remote	control

• Concluding	remarks	



Smart	Grid
• Power	grid	enhanced	with	ICT	(information	
and	communication	technologies)
– Reliability
– Economics
– Efficiency
– Environmental
– Security
– Safety

https://alittlefridaystory.com/2016/01/22/solar-power-a-new-hope/



Smart	Metering
• Enable	real-time	electricity	usage	monitoring
– Enable	accurate	load	forecasting	and	further	advanced	
services,	e.g.,	automated	demand	response



Substation	Automation	and	
Telecontrol• A substation is	a	crucial		component	of	an	power	grid	system	

connecting	generation	and	loads.	
• Substations	transform	voltage from	high	to	low,	or	the	reverse,	

or	perform	any	of	several	other	important	functions.	
• Between	the	generating	station	and	consumer,	electric	power	

may	flow	through	several	substations	at	different	voltage	levels.
• Over	10,000	transmission/distribution	substations	in	Singapore

https://en.wikipedia.org/wiki/Electrical_substation



Modernization	of	Substations

• Adoption	of	standard	technologies	such	as	IEC	60870-5-104	
(or	IEC104)	or	DNP3	and	IEC	61850	for	remote	control	and	
automation

IEC	61850-90-2	TR:	Communication	networks	and	systems	for	power	utility	automation	–
Part	90-2:	Using	IEC	61850	for	the	communication	between	substations	and	control	centres	- Page	10

IEC104
IEC61850
(MMS/GOOSE)

Protocols	used	in	EPIC	smart	grid	testbed
Ahnaf Siddiqi,	Nils	Ole	Tippenhauer,	Daisuke	Mashima,	and	Binbin	Chen,	"Short	
Paper:	On	Practical	Threat	Scenario	Testing	in	an	Electric	Power	ICS	Testbed."	To	
appear	at	the	4th	ACM	Cyber-Physical	System	Security	Workshop	(ACM	CPSS	
2018)	in	June,	2018.



Remote	Control	Use	Cases
• Load	shedding

– To	handle,	for	instance,	generator	loss	contingency	by	cutting	
some	loads.	This	also	could	be	triggered	for	economical	purpose.

• Power	shedding
– To	handle	over	generation	from	renewables,	the	control	center	

controls	the	output	from	the	generation	and/or	makes	it	offline
• Voltage	regulation

– Shunt	reactors/capacitors	are	controlled	(either	
on/off	or	variable	setpoints)	to	manage	voltages	
according	to	the	change	in	loads

• Topology	control
– To	optimize	generation	and	transmission	cost,	

power	grid	topology	is	changed.



Assumptions	were…

• Power	grid	system	is	secure	because	of	“air	gap”.
– Isolation	from	other	systems	or	external	network	
eliminates	possibility	of	cyber	attacks

• Dedicated	communication	infrastructure
– Network	security	is	not	considered	as	an	issue.	
– Security	for	communication	protocols	is	either	not	
considered	in	the	specification	or	optional.
• Availability	is	prioritized	over	integrity	and	confidentiality	



Stuxnet Worm

• First	found	in	2010	(“W32/Stuxnet”)
• Targeted	nuclear	plants	in	Iran
• Exploited	multiple	zero-day	
vulnerabilities	on	Windows

• Can	infect	via	USB	drive

• Successfully	bypassed	the	air	gap	and	infected	
Siemens	PLCs	(programmable	logic	controller)	
that	control	centrifuges	in	nuclear	plants!

(Cyberbit.com)



Incident	in	Arizona,	USA

• Although	this	was	not	caused	by	cyber	attack,	if	
the	same	system	gets	attacked,	the	similar	
consequence	is	expected.	

http://realtimeacs.com/wp-content/downloads/pdfs/House-Hearing-10-17-Final.pdf



Ukraine	Power	Plant	Attacks
• In	2015,	Ukraine	power	grid	got	affected	by	
cyberattack,	which	resulted	in	massive	power	
outage. - Started	6-month	before	the	

attack	in	December!
- Email	with	malicious	files	to	

targeted	employees
- Malware	for	remotely	

controlling	computers
- Malicious	firmware	update	

for	slowing	down	recovery
- DoS attacks	against	the	

customer	call	center
http://theconversation.com/cyberattack-on-ukraine-grid-heres-how-it-worked-and-perhaps-why-it-was-done-52802



Ukraine	Power	Plant	Attacks

(https://www.youtube.com/watch?v=8ThgK1WXUgk)



CrashOverride /	Industroyer

• Reported	that	it	was	used	in	Ukraine	attack	in	
2016

• Abuses	widely-used	ICS	protocols,	including	IEC	
104	and	IEC	61850
– Capable	of	issuing	valid	commands	to	field	devices

https://gigazine.net/news/20170613-crashoverride/



Aurora	Generator	Test

• Conducted	by	Idaho	National	
Lab	in	2007	to	demonstrate	
how	a	cyber-originated	attack	
can	damage	physical	power	
grid	components.

• By	opening	and	closing	circuit	
breakers,	the	attack	
succeeded	in	explode	a	diesel	
generator!

https://en.wikipedia.org/wiki/Aurora_Generator_Test



Aurora	Generator	Test

(https://www.youtube.com/watch?v=LM8kLaJ2NDU&t=12s)



Man-in-the-middle	Attacks
• Insecure	deployment	of	IEC	60870	and	61850	is	

vulnerable	against	man-in-the-middle	attacks,	
replay	attacks,	etc.
– B.	Kang,	P.	Maynard,	K.	McLaughlin,	S.	Sezer,	F.	Andren,	C.	

Seitl,	F.	Kupzog,	and	T.	Strasser.	Investigating	cyber-
physical	attacks	against	iec 61850	photovoltaic	inverter	
installations.	In	Emerging	Technologies	&	Factory	
Automation	(ETFA),	2015	IEEE	20th	Conference	on,	pages	
1–8.	IEEE,	2015.	

– P.	Maynard,	K.	McLaughlin,	and	B.	Haberler.	Towards	
understanding	man-in-the-middle	attacks	on	iec 60870-5-
104	scada networks.	In	Proceedings	of	the	2nd	
International	Symposium	on	ICS	&	SCADA	Cyber	Security	
Research	2014,	pages	30–42.	BCS,	2014.

• Compromise	of	cellular	communication	channel.
– D.	Perez	and	J.	Pico.	A	Practical	Attack	against	

GPRS/EDGE/UMTS/HSPA	Mobile	Data	
Communication.	In	Blackhat DC,	2011.



Additional	Line	of	Defense

Authentication
Access	Control
Security	Patch
Anti-virus
Firewall
Intrusion	Detection
IEC	62351
Etc.



Active	Command	Mediation
• Add	additional-layer	of	security	
for	securing	remote	control	
interface	of	substation
– Inspect	and	“pre-process”	
incoming	remote	control	
commands
• Should	work	autonomously

– Can	not	be	bypassed
• Practically-deployable	solution

– Require	minimal	change	on	
existing	infrastructure

– Add	minimal	overheads	and	
dependency	on	other	systems

Daisuke	Mashima,	Prageeth	Gunathilaka,	and	Binbin	Chen,	"An	Active	Command	Mediation	
Approach	for	Securing	Remote	Control	Interface	of	Substations."	
In	Proc.	of	IEEE	SmartGridComm	2016	in	November,	2016.
Daisuke	Mashima,	Prageeth Gunathilaka,	and	Binbin Chen,	“Artificial	Command-delaying	for	
Securing	Substation	Remote	Control:	Design	and	Implementation." In	press	for	IEEE	
Transactions	on	Smart	Grid.



Artificial	Command-delaying
Attacker Gateway	1,…,n

Control
Center IED1 IED2 IED3 IEDn

d1

d2

d3

dn

Execute	Control

t1

Attempt	
Cancellation

t0

Send	malicious		commands
Command	Ack



Attack	Detection	Mechanisms
• Deployed	outside	of	substations	(e.g.,	Control	center)

– Centralized	semantic	command	analysis	based	on	power	flow	simulation
• Hui	Lin,	Adam	Slagell,	Zbigniew	Kalbarczyk,	Peter	W.	Sauer,	and	Ravishankar	K.	Iyer,	"Runtime	Semantic	

Security	Analysis	to	Detect	and	Mitigate	Control-related	Attacks	in	Power	Grids,"	in IEEE	Transactions	on	Smart	
Grid,	vol.PP,	no.99,	pp.1-1,	doi:10.1109/TSG.2016.2547742.

• Detection	time	could	be	up	to	600ms,	while	offering	very	high	detection	rate	and	low	false	
positive	rate

– Simple,	command	history-based	detection
• Detection	time	can	be	very	short	(less	than	10ms),	but	has	some	limitations

– Use	of	on-the-fly	transient-state	power-flow	simulation	for	command	authentication	
[Work	in	progress]
• Aim	at	detecting	attacks	that	could	bypass	detection	using	steady-state	simulation.	Processing	

time	is	around	1	second	when	we	simulate	37-bus	system	on	an	off-the-shelf	simulator

• Deployed	within	each	substation
– Command	authentication	using	distributed	state	estimation	and	faster-than-real-

time	simulation
• Meliopoulos,	Sakis,	et	al.	"Command	authentication	via	faster	than	real	time	simulation." Power	and	Energy	

Society	General	Meeting	(PESGM),	2016.	IEEE,	2016.
– Fully-autonomous	detection	based	on	local	measurements	[Work	in	progress]



Setup	for	Preliminary	Simulation	Study
• PowerWorld Simulator

– Transient	stability	analysis
– GSO	37-bus	system

• 57	transmission	lines
• Probabilistic,	discrete	delay

– Constant	delay	is	added	with	a	certain	
probability

• Very	accurate	attack	detection	algorithm
– Assume	that	all	delayed	attack	commands	

are	cancelled.
• Simulate	attacks	against	circuit	breakers

– Issue	open	commands	to	randomly	selected	
circuit	breakers

• Metrics	of	attack	impact	on	power	grid
– Voltage	violation
– Frequency	violation
– Reduction	in	load	(Unserved	Load)

37-bus	system	on	PowerWorld



Simulation	Results

• Over	90%	mitigation	in	#	of	buses	with	voltage	violation	
and	unserved	load

• Same	level	of	mitigation	is	observed	in	frequency	
violation

Voltage	Violation Unserved	Load



General	Guidelines	for	Latency
• IEEE	PES	Guideline
– Communication	for	line	sectionalizing:	5	seconds
– Communication	for	load	shedding:	10	seconds
– Communication	for	transfer	switching:	1	second

• US	DoE	guideline
• Survey	done	by	academia



Delaying	in	Remote	Control	Use	Cases

• Topology	Control?
– Since	it	is	triggered	mainly	for	cost	optimization	
purpose,	delaying	the	operation	does	not	cause	
stability	issue.

• Voltage	regulation?
– Control	of	shunt	reactors	is	said	to	be	done	
manually	twice	a	day	(morning	and	evening).	
Again	not	considered	very	time	sensitive.

• Power/load	shedding	may	need	further	
investigation.



Finding	Delay	Tolerance
• How	much	artificial	delay	can	be	introduced	
without	causing	grid	instability.

• Each	power	grid	model	has	different	delay	
tolerance



Delaying	Load	Shedding	Commands

• Using	three	different	case	files	
(37-,42-,2000-bus	systems),	
simulated	generation	loss	
scenarios	(CTG)

• For	each	case:
– Find	a	set	of	loads	to	be	shed	to	
avoid	violation	(Ctl)

– Repeat	simulation	with	different	
delay	to	find	the	maximum	delay	
that	can	be	added	without	
causing	violation	
(findTolerableDelay)



GSO	37-bus	Experiments	(1)
• Experiments	corresponding	to	N-1	contingencies

• Delaying	by	0.9	second	does	not	cause	violation	
for	all	cases



GSO	37-bus	Experiments	(2)
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Delaying	Power	Shedding	Commands

• 37-bus	system	on	PowerWorld
– Increased	generation	of	generators	by	100MW	in	total
– Performed	transient	state	simulation	for	evaluating	
with	recovery	controls	at	different	timings

– If	recovery	is	done	within	5.5	seconds,	no	violation	is	
observed.	



Experiments	with	Larger	Case

• Performed	similar	experiments	with	Illini	42-
bus	system
– Delaying	by	1	second	does	not	cause	violation

• For	Texas	2000-bus	system,	focused	on	the	
top-4	largest	generators	and	simulated	loss	of	
them.
– Used	tighter	stability	constraints	(0.4Hz	deviation)
– Delaying	by	0.7	second	does	not	cause	violation



Delaying	in	Realistic	Contingency
• Used	Illini	42	Tornado	Case

– Inserted	load	shedding	controls	with	varying	delay	and	ran	
transient	state	simulation	to	see	if	blackout	occurred.

– Found	that	10-second delay	was	acceptable.



A*CMD-Pi:	Prototype	Implementation
• Implemented	on	Raspberry	Pi
– Low-cost	(Available	from	<$10)
– Spec/hardware	similar	to	commercial	protocol	
translators
• 700MHz	ARM,	512MB	RAM

• Implemented	in	Java
• OpenMUC library
– For	IEC	60870-5-104,	61850	



• Utilized	software-based	
smart	grid	security	
testbed
– SoftGrid

• Evaluated	compatibility,	
performance,	and	
security	gain

SoftGrid	System	Architecture

SoftGrid project web site: http://www.illinois.adsc.com.sg/softgrid/



Evaluation	of	A*CMD-Pi

Without	A*CMD	in	place,	power	flow	is	
dramatically	affected	by	malicious	control	
commands.	(red	line)



Concluding	Remarks

• Modernization	of	power	grid	has	changed	
threat	models	and	security	assumptions.

• We	observed	a	number	of	real-world	incidents	
in	the	recent	years.

• Given	the	criticality	of	the	system,	defense-in-
depth	is	crucial.
– Discussed	an	additional	line	of	defense	utilizing	
tolerable,	artificial	command-delaying



Mini-symposium	on	Cyber	Security
• Scheduled	on	May	25,	2018,	as	part	of	IEEE	
PES	ISGT	Asia	2018	conference	in	Suntec.
– http://sites.ieee.org/isgt-asia-2018/programs/mini-symposium/



Thanks!

• Internship	positions	are	available	at	ADSC.	If	interested,	
please	contact	me	at	daisuke.m@adsc-create.edu.sg

https://www.slideshare.net/RobertMLee1/a-child-like-approach-to-grid-cybersecurity


